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| have updated mWindows XP Services ConfiguratioasidWindows XP Services Informatigmges to include
additional Service Pack 2 information. | still haseveral more pages to place online before | chiit camplete.
However, | wanted to provide another update of mgings. All dependencies have been updated andcargate.

For the most part, Microsoft took 3 years to creatdefault" configuration for Windows XP Servidést took me
only one month to test and post on July 28, 20@%e8l services that | previously recommended tdikabled are
either gone or disabled by default after the itetiain of Service Pack 2.

An * (asterisk) indicates changes from Service Peko Service Pack 2.

Notesfor a Happier Computer and User

m Do NOT use" msconfig" to disable services, type" servicesmsc" in the Run box instead! (WHY?)

m Before disabling ANY service, check out thervice informatiorabout each by selecting the service name
links provided.

m Service settings agiobal, meaning changes apply to all users.

m An "' (asterisk) indicates changes from ServicelPha to Service Pack 2.

= Additional recommended configuration settings besitSafe" is located on tW¥indows XP Services
Configurationpage.

m For an easy method of creating multiService Configurationglease check out ttWindows XP Services
Profile Guide

m All of these services are "Standard" with WindowR 3fter the installation of Service Pack 2. If you
discover something other than these listed hengimgnanother program installed them. View a ligtof
themore common ones

m Still unsure? Put your setting to "manual” or tiséing under "Safe." Manual allows Windows XP tarst
the service when it needs to (or when ever it filedsit), but not at boot up. Depending on your
configuration, not all services will start when uggd while in "Manual" mode. If you find you nead
service, place it in Automatic.

m After adjusting your service settings, reboot your computer.

If you do not have some of these services listechat panic! If your computer manufacture "pre-afisd"

your XP, they choose not to have certain serviestiled for you. This is, in most cases, a fathvlEM

versions of Windows XP Home.

Before E-Mailing me, seeif your question has been addressed in the FAQ!

More items about how to speed up your system cdouel on thaVindows XP Super Tweaks Pdge

Disabling all of the "unneeded services" frees 2@ MB of RAM, depending on system.

Do you mean that out of 87 (Home), 96 (Pro) ses;i@2 (Home), 34 (Pro) are set to Automatic as

DEFAULT, but, we MAY only need 6 running?!? YES.

Viewing Instructions: If the information is hard to read, plead®eck out your viewing options

m PrintableVersion: A printable version will be posted as soon as all information isupdated.

Configuration Information

s DEFAULT Home ~ What Bill G. thinks should be running on WindoX8 Home.
s DEFAULT Pro~ What Bill G. thinks should be running on WindoX®8 Professiona
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m "SAFE" Configuration ~ This is the configuration that 95% of the peapikk be able to use with little or
no side effects. It will also minimizes the amouahterrors” that is reported in the Event ViewehiS does
not guarantee it will work for you, but if adjustingyr services scares you, this configuration wo@ab
good starting point.

m Dependencies ~ Describes what other services this service needsm as reported in the services.msc
control panel.

m Automatic ~ With a service in this state, it will start atds time. Some services, when no longer required,
will also automatically stop when not needed. Hoarethis is very rare. If you find you do not need
service, place it into Manual or Disabled.

= Manual ~ Manual mode allows Windows to start a servicenvheeded. However, very few services will
start up when required in Manual mode. If you fyrai need a service, place it into Automatic.

m Disabled ~ This setting will stop a service from startiegen if needed. Errors in the Event Viewer will
show up complaining of that fact. Some serviceslenbisabled, will constantly complain. Howeverish
situation is taken care of if placed in Manual. Beevice descriptions identifies those that shdeldn
Manual vice Disabled.

Alerter

The Alerter service notifies users of administratalerts on a network. This service usually israquired under
normal circumstances. After the installation of\éex Pack 2, this service is set from Manual tocabied by
default. Note: This is NOT "WinPopUp."

Default XP Home: Disabled *

Default XP Pro: Disabled *

Safe Setting: Disabled

Service name (registry): Alerter

Dependencies:

What service Alerter needs to function properly:
= Workstation

What other service require Alerter to function pdyp:
= None

Application Layer Gateway Service

Before the installation of Service Pack 2, this/ser was required for use with thé¢indows Firewall/Internet
Connection Sharing service. After the installation of Service Patkt no longer is required.

Default XP Home: Manual
Default XP Pro: Manual
Safe Setting: Manual
Service name (registry): ALG

Dependencies.

What service Application Layer Gateway Service saedunction properly:
= None

What other service require Application Layer GatgwBarvice to function properl
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= None

Application M anagement

Used for Assign, Publish and Remove software sesvilf you cannot modify your software installatoicertain
applications, put this service in to Automatic camdial. If you have Windows XP Home Version, this/ge may
be causing problems described in this knowledge betcle:

http://support.microsoft.com/default.aspx?scid=kbys;Q328213?SD=EE
| have not tested this, but for now, Disable tl&s/ge in Windows XP Home until installation S&rvice Pack .2

Default XP Home: Manual
Default XP Pro: Manual
Safe Setting: Manual

Service name (registry): AppMgmt
Dependencies:

What service Application Management needs to fomctiroperly:
= None
What other service require Application Managemeritihction properly:

= None

Automatic Updates

Used to check up to see if there is any criticadtherwise updates available for download. You itayose to
update manually due to the very long lag time frehen an update is available and when Windows XBrtgji.
After the installation oBervice Pack ,lyou may configure how "often" updates are checkising default values,
Windows XP "automatically" checks for updates atBAlownloads the updates and asks to "install" tHedo

not recommend that you disable Automatic Updates for " most" computer users. A few reasons why you may
think Automatic Updates is unacceptable in yowratibn:

= You could have a dial-up connection; If XP feekeldownloading whenever it wants, it just may rtve
you to do what "you" want.

= Wish to know what, when and how an update instelere using any bandwidth.

m Want to read about the upddgfore downloading.

= Want to knowwhy you need it angvhat it fixes.

Itisvery important that if you decide to disable this service, you check the Windows Update Version 5 web
site often to ensure the latest patchesinstall properly. | do not recommend that you disable Automatic
Updatesfor "most" computer users.

Take note: Manual updates Windows Update Version &eb site requireAutomatic UpdatesCryptographic
ServicesBackground Intelligent Transfer ServiGgadEvent Logto be running. Place all three, platomatic
Updatesin automatic if you do not wish to update manudh addition, | recommend that you change thedif
time of 3AM, for the automatic checking of updatiesa time when the system is "normally" on.

Default XP Home: Automatic
Default XP Pro: Automatic
Safe Setting: Automatic

Service name (registry): wuauser
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Dependencies.

What service Automatic Updates needs to functiaperly:
= None
What other service require Automatic Updates tafiom properly:

= None

Background Intelligent Transfer Service

This service is used to transfer asynchronousdathttpl.1 servers. According to Microsoft's sitéindows
Update uses this "feature.” It "continues" a dowad|d you log off or shutdown the system (thatwden you log
back in). The problem with that is, | do not likeving this "feature" running all of the time. Evimough | have
found no side effects as to this being disabled, may require this service for some MSN Exploreméws
Messenger, Windows Media Player or future .NET fioms.

Take note: Manual updates Wéindows Update Version Web site require€ryptographic Service8ackground
Intelligent Transfer ServiceandEvent Logto be running. Place all three, patomatic Updatesn automatic if
you do not wish to update manually. In additioredommend that you change the default time of 3fdvithe
automatic checking of updates, to a time when yistesn is "normally” on.

Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): BITS

Dependencies.

What services Background Intelligent Transfer Servieeds to function properly:
= Remote Procedure Call (RPC)
What other service require Background Intelligerangfer Service to function properly:

= None

ClipBook

Used to store information (cut / paste) and sharéth other computers. | have never found enouggdrfor this to
allow this service to always be running. After thetallation of Service Pack 2, this service isfemih Manual to
Disabled by default. This service alone uses ab@iMB of memory.

Default XP Home: Disabled *

Default XP Pro: Disabled *

Safe Setting: Disabled

Service name (registry): ClipSrv

Dependencies:

What services ClipBook needs to function properly:

= Network DDE
= Network DDE DSDN

http://www.blackviper.com/WinXP/serviced411.t 1/25/200!



Windows XP Home and Professional Service Pack 2i&sy Informatio Page5 of 46

What other service require ClipBook to function medy:

= None

COM+ Event System

You will receive, in theEvent Log an entry from "DCOM" complaining about not haviihgs service running if
disabled. | am unaware of any application that @@#1+, but if set to manual, many services repwit,tso it
will start anyway. This service is required Bystem Event Notificatior-or the fun of it:

"C:\Program Files\ComPlus Applications\"

On your system, see if you have any installed "COMpplications. If not, you can probably disabléstkervice
with no side effects (besides tBgent Logcomplaining upon reboots). Take note: BootVis iexpirask
ScheduleendCOM+ Event Systeno be running if you wish to take advantage of‘thgtimize system" function.
Why is it required? It is due to the pre-fetchingdtion built into Windows XP. Another Note: Preeieing only
occurs on boot up and application start, so if gownot care about a few extra seconds of boot tyme may
decide to not even bother with it and disabésk ScheduleDepending on the system, pre-fetching may inereas
performance. Windows Media Player may also redghieservice for some "features” to function. MEET may
require this service in the future. | recommendblied for Super Tweaking, and manual for most other
configurations.

Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): EventSystem

Dependencies.

What service COM+ Event System needs to functiopery:
= Remote Procedure Call (RPC)
What other service require COM+ Event System tafion properly:

m System Event Notification

COM+ System Application

You will receive, in theEvent Log an entry from "DCOM" complaining about not haviis service running if
disabled. | am unaware of any application that @@#+, but if set to manual, many services repwit,tso it
will start anyway. For the fun of it:

"C:\Program Files\ComPlus Applications"

On your system, see if you have any installed "COMpplications. If not, you can probably disabléstkervice
with no side effects (besides tBgent Logcomplaining upon reboots). This service is requf System Event
Notification.

Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): COMSysApp

Dependencies:

http://www.blackviper.com/WinXP/serviced411.t 1/25/200!



Windows XP Home and Professional Service Pack 2i&sy Informatio Page6 of 46

What service COM+ System Application needs to fiomcproperly:
= Remote Procedure Call (RPC)
What other service require COM+ System Applicatiofunction properly:

= None

Computer Browser

Computer Browser service maintains a listing of paters and resources located on the network. Emsce is
not required on a standalone system. In fact, éygyu want to browse the network (workgroup or dom) or
have mapped network shares as local hard drivescgo still do so. On a large network, one compigter
designated the "master" browser and another otfre i%ackup” browser. All others just announce taey
available every 12 minutes to "take over" dutiesné of the other computers fail. No lag time scdinable if this
service remains disabled on all but one computenddtly, | do not even believe one needs to beingniYou
could, "just in case," but it sure does not neeldetounning on all computers, all of the time.

Default XP Home: Automatic
Default XP Pro: Automatic

Safe Setting: Disabled

Service name (registry): Browser

Dependencies.

What services Computer Browser needs to functiopgmly:

= Server
= Workstation

What other service require Computer Browser to fioncproperly:

= None

Cryptographic Services

Mainly, it confirms signatures of Windows files. ¥onay always get a dialog box complaining aboututifeed
drivers if this is disabled. This service is regdifor Windows Update to function in manual andesdtic mode
and this service is required to inst@#rvice Pack 1 andhified updates and DirectX 9.0. Windows Mediay@la
and future .NET applications may also require #ieiszice for some "features” to function. This seeviises about
1.9 MB of memory.

Take note: Manual updates W¥indows Update Version Web site require€ryptographic Service8ackground
Intelligent Transfer ServiceandEvent Logto be running. Place all three, patomatic Updatesn automatic if
you do not wish to update manually. In additioredommend that you change the default time of 3fdvithe
automatic checking of updates, to a time when yistes is "normally" on.

Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Automatic

Service name (registry): CryptSvc

Dependencies:

What service Cryptographic Services needs to fangtroperly
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= Remote Procedure Call (RPC)
What other service require Cryptographic Serviodsihction properly:

= None

DCOM Server Process Launcher *

Additional information coming soon.
Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Automatic

Service name (registry): DcomLaunch

Dependencies:

What service DCOM Server Process Launcher neetistbion properly:
= None
What other service require DCOM Server Process tla@nto function properly:

= None

DHCP Client

This service automatically receives a Dynamic IBrads from your DHCP server and DNS updates. Reddiar
ICS/internet client and if you ruflPSEGC disable on a standalone system or one that btie IP address. Take
note: Most DSL/cable ISP's use DHCP to providerivgeaccess. If you disable this service and yotarhet
connection no longer works, place this back intmanatic. Most DSL and cable hardware routers hageoption
of enabling a DHCP server for the internal netw@ksure that the router is configured the samepas lpcal
PC's.

Default XP Home: Automatic
Default XP Pro: Automatic
Safe Setting: Automatic
Service name (registry): Dhcp

Dependencies.

What services DHCP Client needs to function prgperl

m AFD Networking Support Environment
= NetBIOS over TCP/IP
m TCP/IP Protocol Driver
m |[PSEC driver
m TCP/IP Protocol Driver
m |[PSEC driver

What other service require DHCP Client to functpoperly:

= None

Distributed Link Tracking Client
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Maintains links with NTFS files within your computer across a domain. For example, you could méke an
"Computer A." You then create a "short cut” or Klirto that file on "Computer B." If you would movke file on
Computer A to a different location, this serviceulbtell Computer B to update its information téoal
uninterrupted connectivity. Even though this iheatvaluable on a large network, | have not foungdefor this
service on a home network. It uses about 3.5 MBB in an idle state.

Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Manual

Service name (registry): TrkWks

Dependencies.

What service Distributed Link Tracking Client ne@¢dgunction properly:
= Remote Procedure Call (RPC)
What other service require Distributed Link Traaki@lient to function properly:

= None

Distributed Transaction Coordinator

Automatically takes care of transactions that gpaitiple resources. This service is required ihgd¥essage
Queuing You may also see complaints in tBeent Logif this service is disabled, but | have experiehne side
effects. Microsoft's .NET may require this seniicehe future.

Default XP Home: Manual
Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): MSDTC

Dependencies:

What services Distributed Transaction Coordinaesds to function properly:

= Remote Procedure Call (RPC)
m Security Accounts Manager
= Remote Procedure Call (RPC)

What other services require Distributed Transac@onrdinator to function properly:

= Message Queuing
= Message Queuing Triggers

DNS Client

Resolves and caches DNS names and Active Diredtmmain controller functions. This service is najuiged for
DNS lookups, but if it makes you happy to havaiitning, you may. However, DNS Client is requiredsfng
IPSEC If you attempt to "repair" your network connectiand a dialog box complains that the "DNS resolver
failed to flush the cache," this service is thesoea

Default XP Home: Automatic

Default XP Pro: Automatic
Safe Setting: Automatic
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Service name (registry): Dnscache
Dependencies.

What service DNS Client needs to function properly:

m TCP/IP Protocol Driver
m |PSEC driver

What other service require DNS Client to functiooperly:

= None

Error Reporting Service

Calls home to Microsoft when application errorswcd personally do not like this. | feel it is aaste of memory
and resources. On the other hand, if you are esaparig system crashes often, the best way to déathem is to
report them using this tool.

Default XP Home: Automatic
Default XP Pro: Automatic
Safe Setting: Disabled

Service name (registry): ERSvc

Dependencies:

What service Error Reporting Service needs to fongbroperly:
= Remote Procedure Call (RPC)
What other service require Error Reporting Serwictinction properly:

= None

Event Log

View Event Log messages from applications in Exéatver. Always helpful to check out the Event Lagsee
what problems with applications are popping up thdhidden" from the normal user. To see quicklyaiy if
anything has resulted in your adjustments, you owamgider clearing the Event Lo@/indows Management
Instrumentatioralso requires Event Log Service to be runningolf disable the Event Log Service, but do not
disableWindows Management Instrumentatigrour computer may have an extended boot timeaMiindows
Management Instrumentatiosmwaiting for the Event Log to start. It is jus#st to keep Event Log active for
troubleshooting purposes and normal operations.

Take note: Manual updates Windows Update Version &eb site require€ryptographic Service8ackground
Intelligent Transfer ServiceandEvent Logto be running. Place all three, platomatic Updatesn automatic if
you do not wish to update manually. In additioredommend that you change the default time of 3fdvithe
automatic checking of updates, to a time when yistes is "normally” on.

Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Automatic

Service name (registry): Eventlog

Dependencies.
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What service Event Log needs to function properly:
= None
What other services require Event Log to functiooperly:

Simple Mail Transfer Protocol (SMTP)
SNMP Service
SNMP Trap Service
Windows Management Instrumentation
= |Pv6 Helper Service
m Security Centef
= Windows Firewall/Internet Connection Sharing

Fast User Switching Compatibility

Unless you have many users on a system, you prpldabiot even need this service to be running. dauld
benefit, however, greatly if you use this servicednjunction with many users on your local comptdeallow
switching users without closing all existing apptions running under a different account.

Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): FastUserSwitchingCompatibility

Dependencies:

What services Fast User Switching Compatibilitydset® function properly:

m Terminal Services
= Remote Procedure Call (RPC)

What other service require Fast User Switching Catibpity to function properly:

= None

Fax *

Not installed by default, but if needed, you mastadl it later off the Windows XP CD. Maintains thbility to
send and receive FAX documents on your computer.

Default XP Home: Not Installed
Default XP Pro: Not Installed
Safe Setting: Not Installed
Service name (registry): Fax

Dependencies:

What services Fax Service needs to function prgperl

= Plug and Play
= Print Spooler

= Remote Procedure Call (RPC)
= Remote Procedure Call (RF
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= Telephony
= Plug and Play
= Remote Procedure Call (RPC)

What other service require Fax Service to funcficoperly:

= None

Fax Service

This service is renamed Eax* after the installation of Service Pack 2.

FTP Publishing *

This feature is not available on Windows XP Homénetalled by default on Windows XP Pro, but if yoeed it,
you may install it later off the Windows XP CD. §hservice provides a FTP server on your network.

Default XP Home: Not Installed
Default XP Pro: Not Installed

Safe Setting: Not Installed

Service name (registry): MSFTPSVC

Dependencies.

What services FTP Publishing needs to function @rgp

= [IS Admin
= Remote Procedure Call (RPC)
= Security Accounts Manager
= Remote Procedure Call (RPC)

What other service require FTP Service to functioperly:

= None

FTP Publishing Service

This service is renamed ETP Publishing after the installation of Service Pack 2.

Help and Support

This service is required for Microsoft's online @dfline) help documents. If you ever "attempt'use Help and
Support, the service places itself back into "Auatin and starts even if you already had this seraein disabled.
"Program Compatability Wizard" located at Start lbPrograms > Accessories and "System Informationated
at Start > All Programs > Accessories > System Joeduires Help and Support service to be staitedl( start
in Manual mode). Each will fire off one process rahihelpctr.exe" and System Information will alge off one
process named "helpsvc.exe". After selecting theljtdnd Support” icon in the Start menu, "helpgé&’eand
"HelpHost.exe" processes are fired off. After ahgseach program, the new processes will exit afteund 30
seconds. However, | try to avoid as much Microkefp as | can... :)

Default XP Home: Automatic
Default XP Pro: Automatic

Safe Setting: Manual

Service name (registry): helpsvc

Dependencies.
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What service Help and Support needs to functiopenly:
= Remote Procedure Call (RPC)
What other service require Help and Support to tiongroperly:

= None

HTTP SSL *

More information coming soon.
Default XP Home: Manual *
Default XP Pro: Manual *

Safe Setting: Manual *

Service name (registry): HTTPFilter

Dependencies.

What service HTTP SSL needs to function properly:
s HTTP
What other service require HTTP SSL to functionpendy:

= None

Human Interface Device Access

You may not have any peripherals that requireghisice. If one of yours magically does not functamymore,
set it to automatic. Namely, scanners with functoiitons (fax, copy) or even an "Internet" keyboaith volume
or play controls.

Default XP Home: Disabled

Default XP Pro: Disabled

Safe Setting: Disabled

Service name (registry): HidServ

Dependencies:

What service Human Interface Device Access neefisdion properly:
= Remote Procedure Call (RPC)
What other service require Human Interface Devicee&s to function properly:

= None

1S Admin

This feature is not available on Windows XP Homénetalled by default on Windows XP Pro, but if ded, you
may install it later off the Windows XP CD. Thisrgiee usually operates in conjunction with a lowab siteor
FTP serve. Leave it uninstalled mainly because IIS has Beepular" for crackers to bree
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Default XP Home: Not Installed
Default XP Pro: Not Installed
Safe Setting: Not Installed

Service name (registry): ISADMIN
Dependencies.

What services IS Admin needs to function properly:

= Remote Procedure Call (RPC)
= Security Accounts Manager
= Remote Procedure Call (RPC)

What other services require IS Admin to functicogerly:

= FTP Publishing
= Simple Mail Transport Protocol (SMTP)
= World Wide Web Publishing

IMAPI CD-Burning COM Service

This service operates that cool "drag and drop"tb@Bn capability. You will need this service to b@@D's. What
is the good news? If you set this service to marthalservice starts and stops itself when usel satne software
packages. This is practically the only service thags do this! If you still cannot burn a CD witltoh manual,
switch to automatic and feel safe that it starly @rhen "needed." This service may take up abdutiB of
memory in an idle state.

Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Automatic

Service name (registry): ISADMIN

Dependencies.

What service IMAPI CD-Burning COM Service needditnction properly:
= None
What other service require IMAPI CD-Burning COM ee to function properly:

= None

Indexing Service

This service always has been a major resourceli§VER recommend having this service enabled. Rentbe
function via the "Add / Remove Programs" icon ie ttontrol panel (Windows Setup Programs). It ubesia500
K to 2 MB in an idle state, not to mention the amtoof memory and CPU resources it takes to INDEXdhives.
| have had people (and witnessed it on other p&optenputers) report to me that the Indexing Sersmmetimes
starts up EVEN while the system is NOT idle...rathie middle of a game. You may feel, as | do, thiatis
unacceptable. If your computer suddenly seems gsbhg' Indexing Service is usually the cause of it.

Default XP Home: Manual
Default XP Pro: Manual
Safe Setting: Disablet
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Service name (registry): cisvc
Dependencies.

What service Indexing Service needs to functiomperly:
= Remote Procedure Call (RPC)
What other service require Indexing Service to fiomcproperly:

= None

Internet Connection Firewall (ICF) and Internet Connection Sharing (ICS) *

This service is renamed Windows Firewall/Internet Connection Sharingfter the installation of Service Pack 2.

| PSEC Services

May be required on some domains or VPN connectiafier the installation of Service Pack 2, somecgsses
and applications may take advantage of this service

Default XP Home: Automatic
Default XP Pro: Automatic

Safe Setting: Automatic *

Service name (registry): PolicyAgent

Dependencies:

What services IPSEC Services needs to functiongohpp

m |[PSEC driver
= Remote Procedure Call (RPC)
= TCP/IP Protocol Driver

m |[PSEC driver

What other service require IPSEC Services to fongiroperly:

= None

IPv6 Helper Service*

This service translates IPv6 IP addresses to ther ¢and much more wide spread) IPv4. Most, ifalpthome
users will not need this function for several years

Default XP Home: Not Installed *
Default XP Pro: Not Installed *
Safe Setting: Not Installed *
Service name (registry): 6to4

Dependencies.

What services IPv6 Helper Service needs to fungiimperly:

= Microsoft IPv6 Protocol Drive
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m TCP/IP Protocol Driver
m |IPSEC Driver
= Remote Procedure Call (RPC)
= Windows Management Instrumentation
= Event Log
= Remote Procedure Call (RPC)

What other service require IPv6 Helper Serviceutocfion properly:

= None

Logical Disk Manager

This service is vital to run the Disk Management RIMonsole for dynamic volumes. If you attempt toefddge”
your hard drives and a dialog box pops up compigiibout not being able to do this, start thisiserv

Default XP Home: Manual
Default XP Pro: Automatic

Safe Setting: Manual

Service name (registry): dmserver

Dependencies.

What services Logical Disk Manager needs to fumcgtimperly:

= Plug and Play
= Remote Procedure Call (RPC)

What other service require Logical Disk Manageiutaction properly:

= Logical Disk Manager Administrative Service

L ogical Disk Manager Administrative Service

This service is vital to run the Disk Management onsole for dynamic volumes.
Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): dmadmin

Dependencies:

What services Logical Disk Manager Administrativerice needs to function properly:

= Logical Disk Manager

= Plug and Play

= Remote Procedure Call (RPC)
= Plug and Play
= Remote Procedure Call (RPC)

What other service require Logical Disk Manager Amgtrative Service to function properly:

= None
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M essage Queuing

This feature is not available on Windows XP Homénstalled by default on Windows XP Pro, but if ded, you
may install it later off of the Windows XP CD. M&g used on some domains, but the "average" homevilse
never need this service.

Default XP Home: Not Installed
Default XP Pro: Not Installed
Safe Setting: Not Installed

Service name (registry): MSMQ
Dependencies.

What services Message Queuing needs to functiqueplso

= Distributed Transaction Coordinator

= Remote Procedure Call (RPC)

= Security Accounts Manager

= Remote Procedure Call (RPC)

Message Queuing access control
NT LM Security Support Provider
Reliable Multicast Protocol driver
Remote Procedure Call (RPC)
Server

What other service require Message Queuing to immgiroperly:

= Message Queuing Triggers

M essage Queuing Triggers

This feature is not available on Windows XP Homénstalled by default on Windows XP Pro, but if ded, you
may install it later off the Windows XP CD. Thisrgiee is required if you usklessage Queuingervice.

Default XP Home: Not Installed
Default XP Pro: Not Installed
Safe Setting: Not Installed

Service name (registry): MSMQTriggers

What services Message Queuing Triggers needs tidunproperly:

= Message Queuing
= Distributed Transaction Coordinator
= Remote Procedure Call (RPC)
= Security Accounts Manager
= Remote Procedure Call (RPC)

Message Queuing access control
NT LM Security Support Provider
Reliable Multicast Protocol driver
Remote Procedure Call (RPC)
Server

What other service require Message Queuing Triggefignction properly:

= None
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M essenger

This service provides the ability to send messagéseen clients and servers. This service doeseed to be
running under normal "home" conditions. It is ad&lvisable to make this service go away to avoidtiesibility
of "net send" messages hitting your computer froenimternet. After the installation of Service P&ckhis service
is set from Automatic to Disabled by default. Thas nothing to do with MSN Messenger, nor is it iRopUp."

To test for this security vulnerability, at the cmand prompt, (run: cmd.exe) type:
net send 127.0.0.1 hi

If you get a popup "hi" message, you should dis#i#eMessenger service.
If you get an error stating, "The message aliasdcoat be found on the network,” you are safe.

If, for whatever reason, you need the Messengeicgerunning but wish not to have spam popups aciou can
disable the particular ports at your firewall. TMessenger service uses UDP ports 135, 137, andTT38;ports
135, 139, and 445.

Default XP Home: Disabled *
Default XP Pro: Disabled *

Safe Setting: Disabled

Service name (registry): Messenger

Dependencies:

What services Messenger needs to function properly:

NetBIOS Interface

Plug and Play

Remote Procedure Call (RPC)
Workstation

What other service require Messenger to functiaperly:

= None

M S Softwar e Shadow Copy Provider

Used in conjunction with th#olume Shadow Copygervice, Microsoft Backup uses these services. Witiu
receive, in th&vent Log an entry complaining about not having this sexvienning if disabled. | have yet to find
a side effect, though, but to avoid the messagrscgn place the service in manual. Some third/etd disk
"ghost" or "imaging" software may require this seevto be running.

Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): SwPrv

Dependencies:

What service MS Software Shadow Copy Provider nézéisnction properly:
= Remote Procedure Call (RPC)

What other service require MS Software Shadow Gypyider to function properl

http://www.blackviper.com/WinXP/serviced411.t 1/25/200!



Windows XP Home and Professional Service Pack 2i&sy Informatio Pagel8 of 46

= None

Net L ogon

Used for logging onto a Domain Controller. Thisvée is not required on a standalone system, oa fthome"
network. After the installation of Service Packlis service is set from Automatic to Manual byaigf on
Windows XP Pro.

Default XP Home: Manual

Default XP Pro: Manual *

Safe Setting: Disabled

Service name (registry): Netlogon

Dependencies.

What service Net Logon needs to function properly:
= Workstation
What other service require Net Logon to functioogarly:

= None

NetM eeting Remote Desktop Sharing

Enables a user to access your computer using Néit\ed his may create lsig open door for the unwanted. If
you are paranoid about security, disable this foncEven if you were not worried, | would stilltged of it.

Default XP Home: Manual
Default XP Pro: Manual

Safe Setting: Disabled

Service name (registry): mnmsrvc

Dependencies.

What service NetMeeting Remote Desktop Sharing :ie@élinction properly:
= None
What other service require NetMeeting Remote DgsRioaring to function properly:

= None

Networ k Connections

Required for managing network connectivity. Sedigabled if you have no network or you do not tathwhe
configurations a lot. If your internet connectivitg longer operates after disabling this functist,it back to
Automatic! Note: While disabling this service, ywill no longer see the system tray icon (lower tjglisplayed,
even for modem connections. Connectivity, howestlt,exists even on incoming shared network drives

Default XP Home: Manual
Default XP Pro: Manual
Safe Setting: Manual

Service name (registry): Netmail
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Dependencies.

What service Network Connections needs to fungtiaperly:
= Remote Procedure Call (RPC)
What other service require Network Connectionsutecfion properly:

= Windows Firewall/Internet Connection Sharihg

Network DDE

I have not found a good use for this service. Attterinstallation of Service Pack 2, this servsét from Manual
to Disabled by default. Unless you use ren@iipBook, disable it. This uses about 1.5 MB idle.

Default XP Home: Disabled *

Default XP Pro: Disabled *

Safe Setting: Disabled

Service name (registry): NetDDE

Dependencies:

What service Network DDE needs to function properly
= Network DDE DSDM

What other service require Network DDE to functmoperly:

= ClipBook

Network DDE DSDM

I have not found a good use for this service. Affiterinstallation of Service Pack 2, this serviset from Manual
to Disabled by default. Unless you use ren@lipBook, disable it.

Default XP Home: Disabled *

Default XP Pro: Disabled *

Safe Setting: Disabled

Service name (registry): NetDDEdsdm

Dependencies.

What service Network DDE DSDM needs to functiongady:
= None

What other services require Network DDE DSDM todiion properly:

= Network DDE
= ClipBook

Network L ocation Awareness (NLA)

Before the installation of Service Pack 2, this/eer was required for use with tWindows Firewall/Interne
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Connection Sharingservice (server only). After the installation $€érvice Pack 2, it no longer is required.
Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Disabled

Service name (registry): Nla

Dependencies.

What services Network Location Awareness (NLA) reeedfunction properly:

m AFD Networking Support Environment
m TCP/IP Protocol Driver
m |[PSEC driver

What other service require Network Location Awasen@NLA) to function properly:

= None

Network Provisioning Service *

This service is used in conjunction with a domainteoller and XML configuration files. Home netwarkloes not
require this service.

Default XP Home: Manual *
Default XP Pro: Manual *

Safe Setting: Disabled *

Service name (registry): xmlprov

Dependencies:

What service Network Provisioning Service needsit@tion properly:
= Remote Procedure Call (RPC)
What other services require NT LM Security Supiodvider to function properly:

= None

NT LM Security Support Provider

Manages local system security information on thmmater. You need this service if you are runriibgssage
Queuingor Telnetserver.

Default XP Home: Manual
Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): NtLmSsp

Dependencies.

What service NT LM Security Support Provider neexiinction properly:

= None
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What other services require NT LM Security Supiodvider to function properly:

= Message Queuing
= Message Queuing Triggers
= Telnet

Peer Name Resolution Protocol *

This service is unavailable until the installatmiiService Pack 2. This service does not installiéfault after the
installation of Service Pack 2, but if needed, ymay install it later by using Add/Remove Prograifisis service
seems to have something to do with IPv6 and funatity that has not been fully implemented. Micrib$ends to
throw in services in older OS's that may be usetllater date to speed adoption. Leave this ntdlied for now.

Default XP Home: Not Installed *
Default XP Pro: Not Installed *
Safe Setting: Not Installed *

Service name (registry): PNRPSvc
Dependencies:

What services Peer Name Resolution Protocol neefisttion properly:

m Microsoft IPv6 Protocol Driver
m TCP/IP Protocol Driver
m |[PSEC Driver
= Peer Networking Identity Manager

What other service require Peer Name ResolutiotoPobto function properly:

= Peer Networking

Peer Networking *

This service is unavailable until the installatmiService Pack 2. This service does not installiéfault after the
installation of Service Pack 2, but if needed, yray install it later by using Add/Remove Prograifisis service
seems to have something to do with IPv6 and funatity that has not been fully implemented. Micrivgends to
throw in services in older OS's that may be usedlater date to speed adoption. Leave this nedlied for now.

Default XP Home: Not Installed *
Default XP Pro: Not Installed *
Safe Setting: Not Installed *

Service name (registry): p2psvc
Dependencies.

What services Peer Networking needs to functiopeny:

= Peer Name Resolution Protocol
= Microsoft IPv6 Protocol Driver
m TCP/IP Protocol Driver
m |PSEC Driver
m Peer Networking Identity Manager
m Peer Networking Group Authentication
= Peer Networking Identity Manag
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What other service require Peer Networking to fiomcproperly:

= None

Peer Networking Group Authentication *

This service is unavailable until the installatminService Pack 2. This service does not installiéfault after the
installation of Service Pack 2, but if needed, yay install it later by using Add/Remove Prograifisis service
seems to have something to do with IPv6 and funatity that has not been fully implemented. Micrib$ends to
throw in services in older OS's that may be usetllater date to speed adoption. Leave this ntdlied for now.

Default XP Home: Not Installed *

Default XP Pro: Not Installed *

Safe Setting: Not Installed *

Service name (registry): p2pgasvc

Dependencies.

What service Peer Networking Group Authenticatierds to function properly:
= Peer Networking Identity Manager
What other service require Peer Networking GroughAatication to function properly:

= Peer Networking

Peer Networking I dentity Manager *

This service is unavailable until the installat@iService Pack 2. This service does not installiéfault after the
installation of Service Pack 2, but if needed, ymay install it later by using Add/Remove Prograifisis service
seems to have something to do with IPv6 and funatity that has not been fully implemented. Micrib$ends to
throw in services in older OS's that may be usetlater date to speed adoption. Leave this ntelieg for now.

Default XP Home: Not Installed *

Default XP Pro: Not Installed *

Safe Setting: Not Installed *

Service name (registry): p2pimsvc

Dependencies:

What service Peer Networking Identity Manager taction properly:

= Peer Name Resolution Protocol
= Peer Networking

What other services require Peer Networking Idgmfianager to function properly:

m Peer Networking Group Authentication
= Peer Networking

Performance Logs and Alerts

Collect performance data on a schedule and sendftirenation to a log or trigger an alert. This mag/a super
geek tool, but | feel that the overhead associaiétlit is not worth the benefit. You deci
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Default XP Home: Manual
Default XP Pro: Manual
Safe Setting: Disabled

Service name (registry): SysmonLog
Dependencies.

What service Performance Logs and Alerts needgrtction properly:
= None
What other service require Performance Logs and#\te function properly:

= None

Plug and Play

This service is the heart and soul of the PlugRlagt environment. | do not recommend disabling sleisvice, but
if you want to, you are on your own. Take nd#€nPis not PnP. UPnPis for connectivity on networks via TCP/IP
to devices, such as scanners or printers. Yourdsoard isPnP. Do not disablePlug and Plagervice.

Default XP Home: Automatic
Default XP Pro: Automatic
Safe Setting: Automatic

Service name (registry): PlugPlay
Dependencies:

What service Plug and Play needs to function pigper
= None
What other services require Plug and Play to femgtroperly:

= Fax*
Logical Disk Manager

= Logical Disk Manager Administrative Service
Logical Disk Manager Administrative Service
Messenger
Smart Card
Telephony

= Fax*

= Remote Access Auto Connection Manager

= Remote Access Connection Manager

= Remote Access Auto Connection Manager

= Windows Audio

Portable M edia Serial Number *

This service is renamed Rortable Media Serial Number Serviceafter the installation of Service Pack 2.

Portable M edia Serial Number Service*

Retrieves serial numbers from portable music pgennected to your computer. | have not reallyéba good
reason to keep this service always running. | atram@re of anything that actually requires it. Digait unless
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something of yours ceases to function properlyhagWindows Media Player, Microsoft's integratiath
"Digital Rights Management" and copy protectiontefthe installation of Service Pack 2, this sexviset from
Automatic to Manual by default.

Default XP Home: Manual *

Default XP Pro: Manual *

Safe Setting: Disabled

Service name (registry): WmdmPmSN

Dependencies.

What service Portable Media Serial Number needsrtction properly:
= None
What other service require Portable Media SeriahNer to function properly:

= None

Print Spooler

Queues up print jobs for later printing. This seevis required if you have printers, even if theg metwork
printers. If this does not fit your needs, disabl&ou will save about 3.8 MB by making this sewigo away.
Your printers will still be "installed" if you digde this service, but not visible in the printeotder. After restarting
Print Spooler, they will reappear and be availdbiaise. | place this service into manual mode @migl start it up
when printing is required. In manual mode, the iserwill not automatically start at boot time.

Default XP Home: Automatic
Default XP Pro: Automatic
Safe Setting: Automatic

Service name (registry): Spooler
Dependencies:

What service Print Spooler needs to function prigper
= Remote Procedure Call (RPC)
What other services require Print Spooler to fuorcproperly:

= Fax*
= TCP/IP Printer Server

Protected Storage

Allows for the saving of local passwords or everbwées information (AutoComplete). This servicsés to
Automatic by default. Due to security reasonscbramend leaving this "feature" disabled to makeghiall that
much more difficult to steal vital information iby do not "save" it. On the other hand, you maydrbes service
to manage private keys for encryption purposeso lfeave this service on automatic to ensurehighér"”

security settings you choose work. If you disahis service, you will no longer have any of yous@a&ords saved,
no matter how many times you click the box. If yanjoy having your passwords saved in applicatides |
Outlook or Dial up networking or you are connectinghe internet via a domain controller/servet tieguires
authentication, set this service to Automatic.

Default XP Home: Automatic
Default XP Pro: Automatic
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Safe Setting: Automatic
Service name (registry): ProtectedStorage
Dependencies.

What service Protected Storage needs to functiopguly:
= Remote Procedure Call (RPC)
What other service require Protected Storage totim properly:

= None

QOSRSVP

Provides traffic control on a network usilRSECand applications that support Q@dd have an adapter that
supports it The QoS Packet Driver installs by default on a@P/IP connections. | recommend uninstalling it if
is not needed on your network. As far as | can yell also need an ACS Server (Provided with Wirgl@@00
Server and Advanced Server) for the QoS Packetdbtdreand Applications to request the needed badtttiwi
Since my network is not straining under any lo&d; is rather pointless. You may require this sanio be placed
on Automatic if you use Windows Media Player or Meeting. Take note: Some people (as | did before |
completed extensive research on this) reportedQb& uses 20% of your bandwidth and does not aioyv
activity, regardless. This is false. For more infation, please view this KB article from Micros@ifhormally do
not post links to them, but this warrants it):

http://support.microsoft.com/default.aspx?scid=k:8S;q316666

Regardless, if you uninstall the packet scheduler’bandwidth" is still reserved.
Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Disabled

Service name (registry): RSVP

Dependencies:

What services QoS RSVP needs to function properly:

m AFD Networking Support Environment
= Remote Procedure Call (RPC)
m TCP/IP Protocol Driver

m |[PSEC driver

What other service require QoS RSVP to functiorpprty:

= None

Remote Access Auto Connection M anager

Creates a connection to a network when a progrguoests a remote address. This service may be eelfiair your
internet connection. If things cease to functicerdlisabling this service, put it to automatict&o/ou may
require this service for some direct cable or D&bvjalers and connections, depending on how theyement
their logon process. If your dial-up, cable or Diternet access no longer functions properly whik service
disabled, place this service into automatic. If yse a hardware gateway or router, this servioetisequired.

Default XP Home: Manua
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Default XP Pro: Manual
Safe Setting: Manual

Service name (registry): RasAuto
Dependencies.

What services Remote Access Auto Connection Manageds to function properly:

= Remote Access Connection Manager
= Telephony
= Plug and Play
= Remote Procedure Call (RPC)
= Telephony
= Plug and Play
= Remote Procedure Call (RPC)

What other service require Remote Access Auto CatioreManager to function properly:

= None

Remote Access Connection M anager

Creates a network connection. This service is redguf you uséVindows Firewall/Internet Connection Sharing
If things cease to function after disabling thisvgee, put it to automatic. Note: you may requingstservice for
some direct cable or DSL providers and connectidepending on how they implement their logon precHs
your dial-up, cable or DSL internet access no lorigections properly with this service disabledaq@ this service
into automatic. If you use a hardware gateway ate this service is not required.

Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): RasMan

Dependencies.

What services Remote Access Connection Manageisrieddnction properly:

= Telephony
= Plug and Play
= Remote Procedure Call (RPC)

What other services require Remote Access Conmebtamager to function properly:

= Remote Access Auto Connection Manager

Remote Desktop Help Session M anager

Manages and controls Remote Assistance. If youodevant or need to use this feature, disable iarrdle state,
this service sucks up 3.4 MB to 4 MB of RAM.

Default XP Home: Manual
Default XP Pro: Manual
Safe Setting: Disabled

Service name (registry): RDSessMg
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Dependencies.

What service Remote Desktop Help Session Managetsie function properly:
= Remote Procedure Call (RPC)
What other service require Remote Desktop Helpi&eddanager to function properly:

= None

Remote Procedure Call (RPC)

This service is rather vital. Practically everythidepends on this service to be running. Thisss #le only
service that you cannot disable via the ServicesQViMreviously, if you disabled this servicéiindows 2000
your computer would become unbootable. What | gingrto tell you is leave this service on automaticl
absolutely DO NOT disable.itf, for whatever reason, the service became tisdnd you can no longer boot
your system, pleagead the information herer a way to fix it.

Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Automatic

Service name (registry): RpcSs

Dependencies:

What service Remote Procedure Call (RPC) needsitibn properly:
= None

What other services require Remote Procedure R&IC| to function properly:

Background Intelligent Transfer Service
COM+ Event System
m System Event Notification
COM+ System Application
Cryptographic Services
Distributed Link Tracking Client
Distributed Transaction Coordinator
= Message Queuing
= Message Queuing Triggers
Error Reporting Service
Fax*
Help and Support
Human Interface Device Access
IS Admin
= FTP Publishing
= Simple Mail Transport Protocol (SMTP)
= World Wide Web Publishing
Indexing Service
IPSEC Services
IPv6 Helper Servicé
Logical Disk Manager
m Logical Disk Manager Administrative Service
Logical Disk Manager Administrative Service
= Message Queuing
= Message Queuing Trigg
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Messenger
MS Software Shadow Copy Provider

= Network Connections

= Windows Firewall/Internet Connection Sharing

= Network Provisioning Service
= Print Spooler

= Fax*
= TCP/IP Printer Server
Protected Storage
QoS RSVP
Remote Desktop Help Session Manager
Remote Registy
Removable Storage
RIP Listener
Routing and Remote Access
Security Accounts Manager
= Distributed Transaction Coordinator
= Message Queuing
= Message Queuing Triggers
= [IS Admin
= FTP Publishing
= Simple Mail Transport Protocol (SMTP)
= World Wide Web Publishing
Security Center
Shell Hardware Detection
System Restore Service
Task Scheduler
Telephony
= Fax*
= Remote Access Auto Connection Manager
= Remote Access Connection Manager
= Remote Access Auto Connection Manager
Telnet
Terminal Services
= Fast User Switching Compatibility
Volume Shadow Copy
Windows Audio
Windows Image Acquisition (WIA)
Windows Installer
Windows Management Instrumentation
= |Pv6 Helper Service
m Security Centef
= Windows Firewall/Internet Connection Sharing
Wireless Zero Configuration
WMI Performance Adapter

Remote Procedure Call (RPC) L ocator

Page28 of 46

Manages the RPC name service database. | haveurat & reason to keep this service running. Howeéfver
something on your network breaks after you dis#iikeservice, put it back to manual. About 1.2 MBRAM is in
use with this service.

Default XP Home: Manual
Default XP Pro: Manual
Safe Setting: Manual

Service name (registry): RpcLocator

Dependencies:
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What service Remote Procedure Call (RPC) Locatedsi¢o function properly:
= Workstation
What other service require Remote Procedure C&OR_ocator to function properly:

= None

Remote Registry Service

This feature is not available on Windows XP HomlkisTis one of those not needed services. One dirdid
disable. If you are paranoid about security, disdbis service. Even if you are not or do not cdiggble it
anyway.

Default XP Home: Not Available

Default XP Pro: Automatic

Safe Setting: Disabled

Service name (registry): RemoteRegistry

Dependencies.

What service Remote Registry Service needs to iimmgiroperly:
= Remote Procedure Call (RPC)
What other service require Remote Registry Sendadanction properly:

= None

Removable Storage

Used for managing removable media. Disable thigiceif you do not have items like tape backup desj etc. If
your CD ROM / DVD drive starts acting funny, (na@ulay, etc) place this service into automaticrivally, this
service does not need to be running and you wilhmiss any of its functionality.

Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): NtmsSvc

Dependencies:

What service Removable Storage needs to functiopgply:
= Remote Procedure Call (RPC)
What other service require Removable Storage totiom properly:

= None

RIP Listener

With Service Pack 1a, this feature is not availasieNindows XP Home or installed by default on Wing XP
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Pro. However, after the installation of Service P2acyou may install it from Add/Remove Progranisdu do not
know what RIP protocol is, you do not need thivieerinstalled. :)

Default XP Home: Not Installed *
Default XP Pro: Not Installed
Safe Setting: Not Installed
Service name (registry): Iprip

Dependencies.

What service RIP Listener needs to function properl
= Remote Procedure Call (RPC)
What other service require RIP Listener to funciooperly:

= None

Routing and Remote Access

Allows computers to dial in to the local computertugh a modem (or other devices) to access tlad tatwork
using a standard or VPN connection. Unless youiredhis functionality, disable it for security semns. Upon
enabling this service, "Incoming Connections" iedh be available in the "Network Connections" castpanel.
After the installation of Service Pack 2, this segvis set from Manual to Disabled by default om@éws XP Pro.

Default XP Home: Disabled
Default XP Pro: Disabled *
Safe Setting: Disabled

Service name (registry): RemoteAccess
Dependencies:

What services Routing and Remote Access needsitbidn properly:

= NetBIOSGroup
= NetBIOS Interface
= Remote Procedure Call (RPC)

What other service require Routing and Remote Actegunction properly:

= None

Secondary L ogon

Enables starting processes under alternate cratkerithave never found a reason to keep thiss=ranning. |
have always considered "Alternate Credentials" smmaether than me! Not my idea of fun... Reallpuh, it
allows a "limited user" account to start an appiaaor process with higher privileges, such asAeinistrator
account or another user. You can also have a @gied user start an application or process withdidhprivileged
account. If you right-click a file, the menu wilisgplay "Run As" option. If you disable this servitkat function
will no longer be available.

Default XP Home: Automatic
Default XP Pro: Automatic
Safe Setting: Disabled

Service name (registry): seclogor
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Dependencies.

What service Secondary Logon needs to functiongutpp
= None
What other service require Secondary Logon to foangtroperly:

= None

Security Accounts Manager

Like Protected Storagé saves profile and security information fordbasers. This service is required ft8
Admin. If you have ever used the Group Policy Editore@hmsc) to modify your settings, you need to kiéep
service running; otherwise, your modifications widt apply. For "Safe" configurations, place tmtiautomatic.

Default XP Home: Automatic
Default XP Pro: Automatic
Safe Setting: Automatic

Service name (registry): SamSs
Dependencies:

What service Security Accounts Manager needs totiim properly:
= Remote Procedure Call (RPC)
What other services require Security Accounts Manag function properly:

= Distributed Transaction Coordinator
= Message Queuing
= Message Queuing Triggers
= [IS Admin
= FTP Publishing
= Simple Mail Transport Protocol (SMTP)
= World Wide Web Publishing

Security Center *

This service monitors the statusAuitomatic UpdatesWindows Firewalland virus protection software. It is
always displayed in the system tray as to the statthese particular functions. If you do not whrg Security
Center to monitor these functions for you, disaplinis service is not enough. After rebooting thetam, this
service will again be placed into automatic andteta While the service is in the started statetogBtart > Control
Panel > Security Center and select the link orldfidhand side labeled "Change the way Securityt€ealerts
me." In the resulting dialog box, uncheck FirewAllitomatic Update and Virus Protection. After thtp is
complete, you may place the Security Center seimicksabled and it will not start again or conéno be
displayed in the system tray after a reboot.

Default XP Home: Automatic
Default XP Pro: Automatic
Safe Setting: Disabled

Service name (registry): wscsvc

Dependencies.

http://www.blackviper.com/WinXP/serviced411.t 1/25/200!



Windows XP Home and Professional Service Pack 2i&sy Informatio Page32 of 46

What services Security Center needs to functiopgnlyg:

= Remote Procedure Call (RPE)

= Windows Management Instrumentation
= Event Log*
= Remote Procedure Call (RPE)

What other service require Security Center to fiamcproperly:

= None

Server

Used for file and print sharing from your computeMessage Queuingdror security purposes, you may disable
this service if you do not require local printergldiles shared across your network. Connectiviguwever, still
exists even on incoming shared network drivéerkstationneeds to be running to connect to another computer
that has the files you are looking for. Note: Iuydisable File and Print sharing, the Server Sermay disappear
from the Services listing. Just enable File andtRiharing again and the Server Service will return

Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Disabled

Service name (registry): Lanmanserver

Dependencies.

What service Server needs to function properly:
= None
What other services require Server to function priyp

= Computer Browser
= Message Queuing
= Message Queuing Triggers

Shell Hardwar e Detection

Used for the auto play of devices like memory ca@i3 drives, etc. Also, set to automatic if you experiencing
problems with laptop docking stations. In "My Cortgn' you may not see your hardware (example: DViRel
displayed as a "DVD Drive" if this service is digath However, all functionality still exists. In dition, when
checking the properties of an "auto play" devicehsas a DVD drive, you will not have an auto pialy displayed
or available. This service also allows the optibsalecting what action you wish to take with atjgatar "type" of
file. If you enjoy the auto play function of CD'shDVD's after inserting them into your drive, leahis service
on automatic.

Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Automatic

Service name (registry): ShellHWDetection

Dependencies.

What service Shell Hardware Detection needs totfangroperly
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= Remote Procedure Call (RPC)
What other service require Shell Hardware Detediiofunction properly:

= None

Simple Mail Transport Protocol (SMTP)

This feature is not available on Windows XP Homénetalled by default on Windows XP Pro, but if ded, you
may install it later off the Windows XP CD. Thisrgiee supports the use of a local (outbound) E-Meilver.

Default XP Home: Not Available
Default XP Pro: Not Installed

Safe Setting: Not Installed

Service name (registry): SMTPSVC

Dependencies:

What services Simple Mail Transport Protocol (SMTBgds to function properly:

= Event Log
= IS Admin
= Remote Procedure Call (RPC)
= Security Accounts Manager
= Remote Procedure Call (RPC)

What other service require Simple Mail Transpodt&col (SMTP) to function properly:

= None

Simple TCP/IP Services

This service does not install by default, but ieded, you may install it later off the Windows XB CThis service
supports some old school UNIX networking services.

Default XP Home: Not Installed
Default XP Pro: Not Installed
Safe Setting: Not Installed
Service name (registry): SimpTcp

Dependencies:

What service Simple TCP/IP Services needs to fangtroperly:
m AFD Networking Support Environment
What other service require Simple TCP/IP Serviodsimction properly:

= None

Smart Card

Supports the use of a Smart Card for local or ndéwomputer authentication. If you do not have mé&# Card,"
or you do not know what a Smart Card is, you dormestd this service running. Save the 2.2 MB toMB4of
RAM this service use
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Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Disabled

Service name (registry): SCardSvr
Dependencies.

What service Smart Card needs to function properly:
= Plug and Play
What other service require Smart Card to functicpprly:

= None

Smart Card Helper *

This service has been removed and combined Sriart Cardafter the installation of Service Pack 2.

SNMP Service

This service does not install by default, but ieded, you may install it later off the Windows XB CThis service
supports the use of networking equipment that 88€P as a mode of remote management.

Default XP Home: Not Installed
Default XP Pro: Not Installed
Safe Setting: Not Installed
Service name (registry): SNMP
Dependencies:

What service SNMP Service needs to function prgperl
= Event Log
What other service require SNMP Service to funcpooperly:

= None

SNMP Trap Service

This service does not install by default, but ieded, you may install it later off the Windows XB.(As above,
this supports the use of networking equipmentdisas SNMP as a mode of management.

Default XP Home: Not Installed
Default XP Pro: Not Installed

Safe Setting: Not Installed

Service name (registry): SNMPTRAP
Dependencies.

What service SNMP Trap Service needs to functiaperly:

= Event Log

http://www.blackviper.com/WinXP/serviced411.t 1/25/200!



Windows XP Home and Professional Service Pack 2i&sy Informatio Page35 of 46

What other service require SNMP Trap Service tafiom properly:

= None

SSDP Discovery Service

Used to locat&JPnPdevices on your home network. Used in conjuncivith Universal Plug and Play Device
Host it detects and configurésPnPdevices on your home network. For security reasmasfor the fact that |
doubt that you have any of these devices, disaideservice. If any EXTERNAL device does not funotbecause
of this service being disabled, place it back iattomatic. MSN Messenger uses this service inucatijon with
supportedJPnPdevices, to provide support for networks behiddAd firewall or router. Also, if you are
experiencing difficulty connecting to multiplayeames that use DirectX(7,8,9), place this servicautomatic and
ensure you download all security updates. The prolihat | have found with this service is thatrgdxcasts UDP
port 1900 "a lot." If you notice plenty of netwoaktivity even though nothing is happening, this/meris
sometimes the cause. Take ndd®nPis NOTPnP. UPnPis for connectivity on networks via TCP/IP to dms,
such as scanners or printers. Your sound caPtiisDo NOT disabldlug and Playervice.

Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Disabled

Service name (registry): SSDPSRV

Dependencies:

What service SSDP Discovery Service needs to fongiroperly:
m HTTP
What other service require SSDP Discovery Senadenction properly:

= Universal Plug and Play Device Host

System Event Notification

Used in conjunction witlCOM+ Event Systemthis service notifies particular services whestsgn events, such
as logon and power events occur. | doubt the aeeuagr really cares about this. | have also nat aag
applications that use this. You will receive, ie Bvent Log an entry complaining about not having this sezvic
running if disabled. | have yet to find a side effeghough. For a "safe" configuration, leave ggsvice on
automatic.

Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Automatic

Service name (registry): SENS

Dependencies.

What services System Event Notification needs tation properly:

= COM+ Event System
= Remote Procedure Call (RPC)

What other service require System Event Notifigatio function properl

http://www.blackviper.com/WinXP/serviced411.t 1/25/200!



Windows XP Home and Professional Service Pack 2i&sy Informatio Page36€ of 46

= None

System Restore Service

Read all of this before disabling! This service creates system snap shots or resigremt for returning to later.
This is the OTHER service that is a massive remhog.Indexing Serviceés number one. Every time you install a
program or new driver, and on a schedule, thisiseireates a "restore point" to roll back to grablem occurs.
This service would have been nice in the Windowsl&ps due to plenty of problems occurring (new Etixe
version every 15 minutes) but not required fortineich” more stable Windows XP. This is the FIRSihghthat |
get rid of on a clean installation. | feel it istar and less hassle to just install clean. A raB@OD (and possibly
the only) reason to use this "feature” is to reltbyour OS after installing an unknown prograntesting
software. For example, if you use BETA softwareny kind. NOTE: If you disable this service, youeyous
"restore points" will delete. If, for whatever reasyou do not want this to happen, do not distthikeservice. By
default, System Restore Service uses a LARGE anafudisk space to store rollback points. On largedtdrives,
this could be well over 10 to 20 GB.

Default XP Home: Automatic
Default XP Pro: Automatic

Safe Setting: Disabled

Service name (registry): srservice

Dependencies:

What service System Restore Service needs to mptioperly:
= Remote Procedure Call (RPC)
What other service require System Restore Sergif@niction properly:

= None

Task Scheduler

You use this service to schedule maintenance, Moft@ackup sessions, or maybe even Auto Update. |
everything manually, to avoid having this servioaning all the time. Some third party software megquire this
service to be active for automated functions, agkirus scanners, system maintenance tools, dachatic
patch/driver lookups. Take note: BootVis requifask ScheduleandCOM+ Event Systeno be running if you
wish to take advantage of the "optimize systemtfiom. Why may you need this service? It is duthopre-
fetching function built into Windows XP. Another Mo Pre-fetching only occurs on boot up and appboastart,
so if you do not care about a few extra secondmof time, do not even bother with it and disakdsk Scheduler.
On some applications, the pre-fetching featurdyees help. Only you can decide whether to use it
functionality and if it helps in the performanceyafur system.

Default XP Home: Automatic
Default XP Pro: Automatic

Safe Setting: Automatic

Service name (registry): Scheduler

Dependencies.

What service Task Scheduler needs to function phppe
= Remote Procedure Call (RPC)

What other service require Task Scheduler to fongbroperly
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= None

TCP/IP NetBIOS Helper Service

This feature provides legacy support for NetBIO8roWCP/IP. If your network does not use NetBIOS aad
WINS, disable this function.

Default XP Home: Automatic
Default XP Pro: Automatic

Safe Setting: Disabled

Service name (registry): LmHosts

Dependencies.

What services TCP/IP NetBIOS Helper Service needsriction properly:

m AFD Networking Support Environment
= NetBIOS over TCP/IP
m TCP/IP Protocol Driver
m |[PSEC driver

What other service require TCP/IP NetBIOS Helpawige to function properly:

= None

TCPI/IP Printer Server

This service does not install by default, but ieded, you may install it later off the Windows XBP.QJsed for
setting up a local UNIX print server. If you do nated this function, leave it uninstalled.

Default XP Home: Not Installed
Default XP Pro: Not Installed
Safe Setting: Not Installed
Service name (registry): LPDSVC

Dependencies:

What services TCP/IP Print Server needs to fungiioperly:

= Print Spooler

= Remote Procedure Call (RPC)
m TCP/IP Protocol Driver

m |PSEC driver

What other service require TCP/IP Print Servewuttcfion properly:
= None

Telephony

Controls telephony devices on the local computhrs Service is required for dial-up modem connéfgtiNote:
you may require this service for some direct cablBSL providers, depending on how they implemastrtiogon
process or some AOL functionality, depending orivgaffe used. If Dial-up, cable or DSL internet asces longer
functions properly with this service disabled, glacinto automatic. If you are connecting via adveare router or
gateway, this service is not neec
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Default XP Home: Manual
Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): TapiSrv
Dependencies.

What services Telephony needs to function properly:

= Plug and Play
= Remote Procedure Call (RPC)

What other services require Telephony to functicopprly:

= Fax*
= Remote Access Auto Connection Manager
= Remote Access Connection Manager
= Remote Access Auto Connection Manager

Telnet

Page38 of 46

This service is not available on Windows XP Hontallbws remote login to the local computer via thkmet
function. For security reasons, disable this unyessspecifically require its functionality. You hsave about 2

MB of RAM by plugging this security hole.
Default XP Home: Not Available

Default XP Pro: Manual

Safe Setting: Disabled

Service name (registry): TIntSvr

Dependencies:

What services Telnet needs to function properly:

= NT LM Security Support Provider
= Remote Procedure Call (RPC)
m TCP/IP Protocol Driver

m |[PSEC driver

What other service require Telnet to function prope

= None

Terminal Services

Allows remote login to the local computer. This\dee is required foFast User SwitchingqRemote Desktop
Serverand Remote Assistance. You will not be able tevwieho is logged on to a particular computer by vieyv
the "user" tab located in the Task Manager if eissice is disabled. For security reasons, distideunless you

specifically require its functionality. For somesen, start this service to install Norton 2003.

Default XP Home: Manual
Default XP Pro: Manual
Safe Setting: Manual

Service name (registry): TermService
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Dependencies.

What service Terminal Services needs to functiaperly:
= Remote Procedure Call (RPC)
What other service require Terminal Services tafiom properly:

m Fast User Switching Compatibility

Themes

Used to display all those new XP themes and calorgour desktop. If you are memory conscious andatacare
about the "new" XP look, disable this service teesRAM. | have observed between 4 MB to 12 MB of\RAsed
for the new themes.

Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Automatic

Service name (registry): Themes

Dependencies:

What service Themes needs to function properly:
= None

What other service require Themes to function prigpe
= None

Uninterruptible Power Supply

I have not found a need for this. My UPS that catsgia USB does NOT need this service to run. Haxesome
APC UPS install a totally different service for comnication. Windows Update also has a "patch"tiert/PS
service. Some UPS connected via serial port mayinethis service to be running.

Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Disabled

Service name (registry): UPS

Dependencies.

What service Uninterruptible Power Supply needsit@tion properly:
= None
What other service require Uninterruptible Powep@wy to function properly:

= None

Universal Plug and Play Device Host
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Used in conjunction witlBSDP Discovery Servicé detects and configures UPnP devices on youarehnetwork.
For security reasons and for the fact that | dolét you have any of these devices, disable thmgcse If any
EXTERNAL device does not function because of tleis/iee being disabled, place it back in to automafiSN
Messenger uses this service in conjunction witlpstied UPnP devices, to provide support for netedwdhind a
NAT firewall or router. Also, if you are experiengj difficulty connecting to multiplayer games thiste DirectX
(7,8,9), place this service to automatic and engaredownload all security updates. Furthermorgoif use
Windows Firewall/Internet Connection Sharingnd wish to make use of the "allow others to fofhis
connection” feature, enable UPnP. Take note: UBMNROTPNP. UPNP is for connectivity on networks via TCP/IP
to devices, such as scanners or printers. Yourdsoard isPnP. Do NOT disablé’lug and Plagervice.

Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Disabled

Service name (registry): upnphost

Dependencies:

What services Universal Plug and Play Device Hests to function properly:

m HTTP
= SSDP Discovery Service
m HTTP

What other service require Universal Plug and Blayice Host to function properly:

= None

Upload Manager *

This service is removed after the installation efice Pack 2.

Volume Shadow Copy

Used in conjunction with theS Software Shadow Copy Providegrvice. Microsoft Backup also uses these
services. You will receive, in tHevent Log an entry complaining about not having this sexvimning if disabled.
| have yet to find a side effect, though. If yourdd like the errors, place it in manual. By takihgut of
automatic, you will save about 3.0 MB of memory.

Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): VSS

Dependencies.

What service Volume Shadow Copy needs to functioperly:
= Remote Procedure Call (RPC)
What other service require Volume Shadow Copy wfion properly:

= None

WebClient
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I have not found a reason to have this serviceingnm have a hunch that this is going to be respliiior

Microsoft's ".Net Software as a service." For sggueasons, | recommend for this service to balled. If some
MS products, such as MSN Explorer, Media PlayetMéeting or Messenger fail to provide a particdlarction,
try to enable this service to see if it is "reqdiréor your configuration.

Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Disabled

Service name (registry): WebClient

Dependencies.

What service WebClient needs to function properly:
= WebDav Client Redirector
What other service require WebClient to functioopearly:

= None

Windows Audio

This service is required if you wish to hear angiatat all. If your computer does not have a soceudl, disable
this service.

Default XP Home: Automatic
Default XP Pro: Automatic

Safe Setting: Automatic

Service name (registry): AudioSrv

Dependencies:

What services Windows Audio needs to function prlype

= Plug and Play
= Remote Procedure Call (RPC)

What other service require Windows Audio to functroperly:

= None

Windows Firewall (ICF) and Internet Connection Sharing (ICS) *

This service was namdnternet Connection Firewall/Internet Connectiorafig * with Service Pack 1a. Used to
allow multiple computers on your network to accgsinternet via only one account. This servicésitts on the
"modem" computer. It also provides a software fahvior the system. If you are using a third pditgwall,
hardware gateway/router or Internet Connection iBgaoftware package, this service is not required.

Default XP Home: Automatic *

Default XP Pro: Automatic

Safe Setting: Automatic

Service name (registry): SharedAccess

Dependencies.
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What services Windows Firewall/Internet Connectgraring (ICS) needs to function properly:

= Network Connections
= Remote Procedure Call (RPC)

= Windows Management Instrumentatibn
= Event Log*
= Remote Procedure Call (RPE)

What other service require Windows Firewall/Intér@ennection Sharing (ICS) to function properly:

= None

Windows I mage Acquisition (WIA)

Used for some scanners, web cams, and camerafielfdisabling this service, your scanner or canfigits to
function properly, enable this service by placinmio automatic.

Default XP Home: Manual
Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): stisvc

Dependencies.

What service Windows Image Acquisition (WIA) ne@dsunction properly:
= Remote Procedure Call (RPC)
What other service require Windows Image Acquisifd/IA) to function properly:

= None

Windows Installer

This service is required for software applicatitimst install using MSi files. If no applicationsattyou have will
install properly or you get an error that involV&$C Service," place this service in to Automatidvanual. Only
disable this service after you have completed ilagitan of your applications, mainly Office and $ud¢ am not
aware how many Games actually use MSI Files. linl@nstate, this service uses about 3.4 MB of RA&Mt it to
manual to save that amount.

Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): MSIServer

Dependencies:

What service Windows Installer needs to functiooperly:
= Remote Procedure Call (RPC)

What other service require Windows Installer toction properly
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= None

Windows M anagement I nstrumentation

With Service Pack 1a, this service was not reatyired. However, after the installation of Senikaek 2,
Security Center andWindows Firewall/Internet Connection Sharingzquire this service. This service is also
required if you want to see the "Dependencies'iriaervice configuration and you want everythingto
smoothly. | do not recommend disabling this serasenore applications may begin to use this irfuhee.
Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Automatic

Service name (registry): winmgmt

Dependencies.

What services Windows Management Instrumentati@dséo function properly:

= Event Log
= Remote Procedure Call (RPC)

What other service require Windows Management umséntation to function properly:

= |Pv6 Helper Servicé
m Security Centef
= Windows Firewall/Internet Connection Sharihg

Windows M anagement I nstrumentation Driver Extension

This feature is not available on Windows XP HomlgisTservice is not as vital ¥¢indows Management
Instrumentationbut | recommend leaving this service in manual.

Default XP Home: Not Available
Default XP Pro: Manual

Safe Setting: Manual

Service name (registry): Wmi

Dependencies:

What service Windows Management InstrumentationdriExtension needs to function properly:
= None

What other service require Windows Management unséntation Driver Extension to function properly:
= None

Windows Time

Automatically sets your clock by contacting a seiiicrosoft's server by default) on the interr@teat idea if
your network connects to the internet 24/7. Bvwent Lodfills up with "cannot find server" messages oroan
dedicated setup, though. After successful synchiogyj this service will not attempt to do it agé&in 7 days,
meanwhile, taking up resources. You may also Aasi Schedulerunning. You may choose to set your clock
manually on a dial up connection, but with a 24/Gadband setup, this could keep you on time folkwibte: as
mentioned, "time.windows.com" is the default sefeersynchronization. For those privacy conscioasgle tha
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prefer to connect to a government site rather M&nuse "time.nist.gov."
Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Disabled

Service name (registry): W32Time

Dependencies.

What service Windows Time needs to function prgperl
= None
What other service require Windows Time to functwaperly:

= None

Wireless Zero Configuration

Provides automatic configuration for wireless natatevices and connection quality feedback. If gounot have
any wireless network devices in use on the locstesy, disable this service. You may require thigise for
connectivity with some "hot sync" software for a&,Daptop or other portable computer

Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Disabled

Service name (registry): WZCSVC

Dependencies:

What services Wireless Zero Configuration needsitotion properly:

= NDIS Usermode 1/O Protocol
= Remote Procedure Call (RPC)

What other service require Wireless Zero Configarato function properly:

= None

WMI Performance Adapter

I have not found a use for this service. Save theviB to 6 MB of memory, this service consumes.
Default XP Home: Manual

Default XP Pro: Manual

Safe Setting: Disabled

Service name (registry): WMIApSvc

Dependencies.

What service WMI Performance Adapter needs to fongtroperly:

= Remote Procedure Call (RF
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What other service require WMI Performance Adafidunction properly:

= None

Workstation

Used to connect local computer to remote compueamples may include local network connectivity &ile
and Print sharing. Many services depend on Worikstab be functioning. Leave it on automatic fofesa
configurations.

Default XP Home: Automatic

Default XP Pro: Automatic

Safe Setting: Automatic

Service name (registry): lanmanworkstation

Dependencies.

What service Workstation needs to function properly
= None
What other services require Workstation to funcgpooperly:

Alerter

Computer Browser

Messenger

Net Logon

Remote Procedure Call (RPC) Locator

World Wide Web Publishing *

This feature is not available on Windows XP Homéngtalled by default on Windows XP Pro, but if ded, you
may install it later off the Windows XP CD. Used fetting up a local web server. If you do not neesl function,
leave it uninstalled, mainly because this servezpiireslS Admin to be running and IIS has been "popular"” for
crackers to break.

Default XP Home: Not Available

Default XP Pro: Not Installed

Safe Setting: Not Installed

Service name (registry): w3svc

Dependencies:

What services World Wide Web Publishing Servicedsee function properly:

= [IS Admin
= Remote Procedure Call (RPC)
= Security Accounts Manager
= Remote Procedure Call (RPC)

What other service require World Wide Web PublighBervice to function properly:

= None
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World Wide Web Publishing Service *

This service is renamed World Wide Web Publishir * after the installation of Service Pack
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